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Direction Application Description From To Port Configurable Security 
Standard 
setting 

NOX 
Inbound                 

  NOX Config 
General System 
configuration Software Central unit 4322 No Encrypted Open 

  NOX Config NOX Loader Software Central unit 6251 No Encrypted Open 

  NOX Config Terminal Window Software Central unit 4321 No Encrypted Open 

                  

  NOX PC Control 
User interface for 
Windows PC Software Central unit 4322 No Encrypted Open 

  NOX PC TPA 
User interface for Touch 
Screen w. graphics Software Central unit 4322 No Encrypted Open 

  

NOX 
Smartphone 
App 

User interface for 
Smartphones and MacOS Software Central unit 4325 Yes Encrypted Closed 

  NOX SSH Server 
User interface, for simple 
integrations Software Central unit 22 Yes Encrypted Closed 

  
NOX Modbus 
Server 

Integration with 
HVAC/CTS Systems Software Central unit 502 Yes None Closed 

  
NOX SNMP Trap 
Receiver 

SNMP trap receiver from 
selected communities Software Central unit 162 No None Closed 

  NOX TIO 
User interface, 
Telnet/Text messages Software Central unit 4001 Yes None Closed 

  
NOX in Network 
Configuration 

Several NOX Central units 
in the same network 

Secondary 
Central 

Main 
Central 8981 No Encrypted Closed 

NOX 
Outbound                 

  NTP 
Time synchronization via 
NTP Server Central unit Service 123 No None Closed 

  Modbus Client 
Integration med 
HVAC/CTS Systems Central unit Service 502 Yes None Closed 

  SMTP 
E-mail dispatcher directly 
from NOX Central Unit Central unit Service 587 Yes Encrypted Closed 

  

NOX 
Smartphone 
App 

NOX Push notifications: 
push.noxsystems.com Central unit Service 4324 No Encrypted Closed 

  NOX TIO 
User interface, 
Telnet/Text messages Central unit Service 4001 Yes None Closed 

  SmartIntego Wireless doors for NOX Central unit Gatenode 2101 No None Closed 

  SIA IP Alarm transmission Central unit ARC 30001 Yes Optional Closed 

SIMS 
Inbound                 

  SIMS Client 

Client for managing SIMS 
connected NOX Central 
units Client PC SIMS Server 2010 Yes Encrypted Open 

SIMS 
Outbound                 

  SIMS Server 
Connection to NOX 
Central units SIMS Server Central unit 4322 No Encrypted Open 

  
NOX License 
Server 

NOX Systems Licens 
server: 
license.noxsystems.com SIMS Server Service 8777 No Encrypted Open 
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Port (TCP) Direction Description 

80 Setup PC to Gate-wayNodes Accessing the configur-ation website of theGatewayNodes 

2101 Setup PC toGatewayNodes 
 
Integrator system 
toGatewayNodes 

CommunicationbetweenSmartIntego tool(WO) on setup PCto 
GatewayNodes 
 
Communicationbetween integratorsystem andGatewayNodesduring 
operation 

2153 Integrator system 
toGatewayNodes 

Communicationbetween integrator sys-tem and Gate-wayNodes in 
operation (if TLS encryption isused) 

 



 

Side 6 af 19 
 

 

≥ >  



 

Side 7 af 19 
 

 

 

 



 

Side 8 af 19 
 

  



 

Side 9 af 19 
 

 

 

 



 

Side 10 af 19 
 

 



 

Side 11 af 19 
 

 

 

  



 

Side 12 af 19 
 

 



 

Side 13 af 19 
 

 



 

Side 14 af 19 
 

 



 

Side 15 af 19 
 

 

 

 



 

Side 16 af 19 
 



 

Side 17 af 19 
 

 



 

Side 18 af 19 
 



 

Side 19 af 19 
 


